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La proteccion de datos
personales, en los ambitos
de la justicia y la seguridad
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EVOLUCION DEL TRATAMIENTO DEL MANEJO DE LA INFORMACION
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manufacturing production automation system use
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Steam-powered Electric-powered machines IT enabled the use of Technologies like ML/AI
machines replaced aided the production of geographically disparate enabled automated
human labor goods in massive systems, reducing information sharing and

quatities production cost even decision making
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ION CIUDAC Aspectos a considerar

Los datos el
nuevo
petréleo

Seguridad Nueva

dela materia
informacion prima de la
(ciberseg) economia

Es escencial
regularlos de
forma eficaz

Privacidad/datos

. personales
Donde estan

los datos,
esta el
dinero

Big Data

Visién global

Si el big data es considerado el nuevo petroleo, nuestros datos personales
podrian ser como armamento nuclear. (Marc Goodman, Future Crimes)
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SECRETARIA DE SECURIDACL
PROTECCION CIUDADANA
U.S. Deportment of Commerce Office of the Secretary
Waoshington, D.C. 20230 WWW.COMMENICE.gov
FOR IMMEDIATE RELEASE

Tuesday, October 6, 2015
News Media Contact
Office of Public Affairs, 202-482-4883
STATEMENT FROM US. SECRETARY OF COMMERCE PENNY PRITZKER ON EUROPEAN COURT OF JUSTICE SAFE HARBOR FRAMEWORK DECISION
WASHINGTON - Today, U S, Secretary of Commerce Penny Pritzker released the following statement in respounse to the European Count of Justice decision sumounding the Safe Hubor Framework
“Since 2000, the Safe Harbor Framework has proven to be critical to protecting privacy on both sides of the Atlantic and to supporting economic growth in the United States and the EU. We aze deceply disappointed in today's decision from the European

Court of Justice, which creates significant “‘W EU companics and consumers, and puts at tisk the thriving transatlantic digital economy. Among other things, the decision does not credit the benefits to privacy and growth that
have been afforded by this Famework over the last 15 years

For the last two years, we have worked closely with the European Commission to strengthen the U S -EU Safe Harbor Framework, with robust and transparent protection, including clear oversight by the Department of Commerce and strong enforcement
by the US. Federal Trade Commission

The coun's decision necessitates release of the updated Safe Hubor Framework as soon as possible

We are prepared 1o work with the European Commission to address uncertainty created by the court decision so that the thousands of U S and EU businesses that have complied in good faith with the Safe Harbor and provided robust protection of EU
citizens” privacy in accordance with the Framework's principles can continue to grow the world’s digital economy.”
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MATRIZ DE RIESGO EN LA INDUSTRIA 1.0 - 4.0

High
Industry 4.0

Industry 3.0

Automation + Connectivity

Industry 2.0

Industry 1.0
Low

Business/Operational risk + High
Environmental complexity
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Categorizando Amenazas
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Threat Profiling Significant
(" [Actor - Professional spies, Governments, Global 25 Attacks - Full spectrum, High caliber attacks and long term
Target -Technology, critical systems, people with knowledge attacks
Goal - Compromise tech, people, impact command and Tier VI Defense - Counter intelligence capability, Offensive capability
control, impact critical infrastructure Nations \ Risk and vulnerability reduction
Impact - Severe catastrophic losses, National security impact Global 25

Actor - Governments, Global 150, Proxies Attacks - Unique, multi staged exploits, APTs |
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Target - Technology, Global 2000 entities, Critical ¥ Tier V Attackers Defense - Automated response, Collaborative security
Infrastructure, Large personal data stores Nations, Global 150 ’ eat intelligence systems, Risk reduc
Goal - Gain economic/technology advantage State Sponsored
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_|Impact - Gain defense and commercial capability

o . . 3 . . >
@ Actor - Organized crime, Cyber mercenaries Attacks - Backdoors, Crypto cracking,
g Target -Enterprises, POS systems, identity Advanced malware m
@ data, other revenue generating information Defense - Behavioral and Big Data base s
S Goal - Financial gain, identity compromise APT engines, Community engines, Hardened %
’§’ Impact - Financial fraud, identity theft infrastructure, Consequence management 5
2 Actor - Organized crime and hacktivist '/ \ \ Attacks - Root kits, 0 day exploits, z
E |, = 4 Tier ll Attackers A e | | B
@ size business / Crime Groups. Hactivists \ Defense - SIEM, APT Engines, Mature 3
S; Goal - IP/personal data theft, DDoS RS response o
::;51 Impact - Loss of IP, Branding
w
m Actor - Coders, Workers Attacks - Bots, DDOS and @
3 Target - Small business T other advanced Tier | attacks %
= / ier |l Attackers S e e
3 Goal - Defacement, Revenge Defense - IDS/IPS heuristics 3
= Impact - Denial of service, i Criminals, Disgruntied workers, Programmers Access controls Z |
Q Data breech a
3 4 SEEEEE , -8
s Actor - Downloaders Attacks - Phishing, 8
> Target - Freemail, web : viruses, DNS attacks 5
g Goal - Whatever they Scri tK'ddTler :\gnackel_rs_ " Defense - Endpoint o
% can db cript Kiddies, Non-malicious actors DS, IPS, Firewall, AV g
3 Impact - Nuisance 4
Actors/Targets Attacks/Defenses Nuisance
Intent/Capability Complexity
Intensity
Commitment Timing Sensitivity Components

Stealthiness

Personnel Funding (Impact)
Capability Knowledge Assets Multipliers

Access Technology
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Casos de exfiltracion de datos mas conocidos
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https://informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
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